
Introduction 
The team of the Brno University of Technology (BUT), Czech Republic is looking for an existing consortium targeting 

on projects Interreg Central, Priority 2, Cooperating for a greener central Europe. 

Goal & Contribution 
The target proposed solution is a hierarchically arranged, scalable distributed sensor system for surveillance of 

critical infrastructure. The system has its main use in the energy sector and transportation system. It can also serve 

in applications such as traffic monitoring, prevention of accidents due to early detection of potential failures and 

prevention of unauthorized trespassing of restricted areas and borders.  

Our partner, a major distributor of electricity in the Czech Republic, the company E.GD, the member of the E.ON 

group, has already setup a pilot use case of the prototype of the proposed system to monitor one of their 

distribution facilities.  

 

 

To increase energy efficiency as well as the production and use of renewable energy to meet EU targets and 

climate objectives of the European Green Deal, a high number of diverse climate-neutral sources of energy has 

already been installed Europe-wide and it is expected to grow further in the following years. The nature of sources 

of renewable energy determines the trend of moving away from high-power plants towards distributed sources. 

The solution proposed by the team of BUT contributes to this effort by providing means of cost-efficient 

monitoring of scattered energy sources and the distribution network, helping to prevent attacks on the critical 

infrastructure and early detection of possible failures.  

State of the art 
Our solution is a hierarchically arranged, scalable distributed sensor system for sensing mechanical vibrations. It 

is characterized by a modular architecture and a continuous range of the sensor element from hundreds of meters, 

over tens of kilometers up to 200 kilometers with a single sensor unit - probe, with the system ability to include 

more such probes in the system and adequately to increase the range to thousands of kilometers. In terms of the 

principle of operation of the measurement system, it is an optical fiber sensor often referred to by DAS (Distributed 

Acoustic Sensor). The developed system is suitable to detect dynamic phenomena. The system basically consists 
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of the following elements - sensing optical fiber, probes, databases (information center), control and monitoring 

center and the access server (see figure above). 

Mechanical vibrations can be detected in the vicinity (meters up to tens of meters depending on the intensity of 

the vibration source) of the sensor element represented primarily by standard single-mode telecommunication 

optical fiber. In the case of deployment in the field of object security, the proposed system represents a solution 

of passive surveillance of the area of interest, i.e. provides monitoring of events to which the sensor system 

responds in the area of sensitivity of the sensor element, through signal processing and reports detected events 

or incidences to the monitoring center. In the basic mode, the system works continuously in space and time, i.e. 

it constantly detects the manifestations of events along the whole path covered by the sensor element. One probe 

allows simultaneous detection of multiple events along the section (sensor element - optical fiber) monitored by 

the probe. The spatial resolution of the system is in range of tens of meters (units of meters can be reached for 

short-range systems with a sensing fiber length of hundreds of meters), increasing with the sensing fiber length, 

if the fiber length reaches 100 km and more, then the resolution deteriorates to about 100 m. The location of the 

events is first expressed as a distance on the fiber, and then based on the information about the laying of the 

sensor fiber is recalculated and transferred to the geographical coordinates on the map. In addition to the event 

detection and localization, sources of vibrations can be identified (classified). The classification is based on 

machine learning and the results are presented in the supervision center. 

Applications of the developed system can be found in both civil and security areas. The developed system offers 

great potential for applications in the field of complex security systems or protection of various objects, especially 

critical infrastructure. This includes various types of line constructions - state borders, pipeline systems, road and 

railway constructions, distribution of energy and communication networks; further perimeters of buildings - 

warehouses of hazardous materials, weapons and ammunition, strategic raw materials, airports, power plants and 

electricity distribution nodes, military districts; including private land and buildings. 

System specifications: 

• Significant range of the scanning area,  

• Continuity of sensing in space and time - distributed sensor with a sensing period in the order of 
microseconds,  

• Simultaneous monitoring and analysis of many events on the monitored lane,  

• Detection and localization of events with hundreds of ms delay,  

• Classification of events with approx. 6 to 7 seconds delay,  

• Invisibility and undetectable of the sensor when placing the optical cable under the earth's surface and 
smoothing out traces after installation,  

• Independence on light conditions (day, night, fog),  

• The sensor lane does not require a power supply along its entire length. 

Contribution to the proposed project 
We intend to further develop a sensor system for centralized surveillance of complex and large objects based on 

the principle of distributed sensing of mechanical vibrations, using sophisticated methods of detection, location 

and identification to monitor the development of events in the monitored zone in real time. The cooperation 

within the Interreg project should serve to further develop the fiber optic sensor technology to provide means to 

increase the level of security and reliability of energy sources and the distribution network. We are targeting on 

providing a compact solution, low-cost design, increasing reliability of event identification and faster system 

adaptation phase. We plan to execute pilot studies within the project that will demonstrate the system capabilities. 

 

Contact: Dr. techn. Vojtech Derbek, Brno University of Technology, CZ, derbek@vut.cz, +420541146586, 

http://optovlaknovysenzor.cz/  
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